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AMENDMENTS TO THE CLAIMS : 

This listing of claims will replace all prior versions, and listings of 
claims in the application; 

LISTING OF CLAIMS : 

1. (Currently amended) A method of printing an electronic 
document, the method comprising: 

in a printing apparatus, electronically verifying predetermined 
authentication information in the electronic document; and 

if the verifying step confirms the predetermined authentication 
Infonnation, the printing apparatus automatically performs a first print function 
comprisinQ printing on a print medium the electronic document with an 
authentication mark : and 

if the verifying step does not confirm the predetermined 
authentication infonmation. the printing apparatus automatically performs a 
second print function. 

2. (Cancelled) 

3. (Currently amended) The method of o l aim 2 c_[aim 1 . | 
wherein the step of printing the electronic document with an authentication 
mark comprises printing a predetermined authentication mari< corresponding 
to the authentication information in the document. 



PAGE 3I14'RCVDAT9/1()120048;48:18AM [Eastern Daylight Time]'^ 



200d-S8p-tO 07:51 Frora-XEROX 



45854235240 



T-217 P. 004/014 F- 



Application No. 09/748.992 

4. (Currently amended) The method of claim 3, wherein: 

the verifying step comprises confimning if the authentication 
infonmatlon includes information indicating a first source or Infomiation 
indicating a second source; and 

the step of printing a predetermined authentication mark 
comprises printing on the print medium a first authentication mark if the 
authentication Information indicates a -the f irst source, or printing on the print 
medium a second authentication maiK if the authentication information 
indicates a -the second source. 

5. (Original) The method of claim 1, wherein the step of 
verifying predetermined authentication information comprises applying to the 
electronic document a cipher. 

6. (Original) The method of claim 5, wherein: 

the step of applying to the electronic document a cipher comprises 
the steps of: 

applying to a first portion of the electronic document an 
asymmetric cipher to create a first received message digest; and 

applying to a second portion of the electronic document a digest 
algorithm to obtain a second received message digest; and 

the step of verifying additionally comprises comparing the first and 
second received message digests for a match, and wherein the printing 
apparatus automatically performs the first print function if the first and second 
received message digests match. 
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7. (Original) The method of claim 6, the method additionally 
comprising the steps of: 

if the first and second received message digests do not match, 
applying to the electronic document a second cipher, the step of applying the 
second cipher comprising the steps of: 

applying to the first portion of the electronic document a second 
asymmetric cipher to create a third received message digest; and 

applying to the second portion of the electronic document a 
second digest algorithm to obtain a fourth received message digest; and 

the step of verifying additionally comprises comparing the third 
and fourth received message digests for a match, and wherein the printing 
apparatus automatically performs the first print function if the third and fourth 
received message digests match. 

8. (Original) The method of claim 7, wherein: 

the first print function comprises printing the document with a first 
authenticity mark if the step of comparing the first and second received 
message digests produces a match; and 

the first print function comprises printing the document with a 
second authenticity mark if the step of comparing the third and fourth 
received message digests produces a match. 
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9. (Original) In a printing apparatus, a method of printing a 
document, Ihe method comprising: 

storing on the printing apparatus one or more verification 

algorithms; 

receiving at the printing apparatus an electronic document; 

applying to at least a portion of the electronic document received 
at the printing apparatus a first one of the one or more verification algorithms 
to authenticate the electronic document; and 

automatically printing on the printing apparatus the document with 
a first authentication mark if the step of applying the first verification algorithm 
authenticates the electronic document. 

10. (Original) The method of claim 9, wherein the step of storing 
on the printing apparatus verification algorithms comprises storing first and 
second verification algorithms, and the method additionally comprises the 
steps of: 

applying to at least a portion of the electronic document received 
at the printing apparatus the second verification algorithm; and 
automatically printing on the printing apparatus the document with a second 
authentication mark if the step of applying the second verification algorithm 
authenticates the electronic document. 
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1 1 . (Original) The method of claim 10, wherein: 

the step of printing the document with a first authentication mark 
comprises marking a print media with ink to form on the print media an image 
corresponding to the electronic document and the first authentication mark; 
and 

the step of printing the document with a second authentication 
mark comprises marking a print media with ink to fonm on the print media an 
image corresponding to the electronic document and the second 
authentication mark. 

12. (Currently amended) A document printer for printing 
electronic documents onto print media, the printer comprising: 

an authenticity verifier for examining an electronic document to 
confimn predetenmined authenticity information in the electronic document; 

a print element for applying the image of the electronic document 
to a print medium , wherein the print element is adapted to apply to the print 
medium a visible authenticity mari< if the authenticity verifier confirms the 
predetennined authenticity information in the electronic document . 

13. (Currently amended) The document printer of claim 12, 

wherein: 

the print element is adapted to automatically p e rforms - a firct print 
funct i on apply the visible authenticity mark to the print medium if the 
authenticity verifier confimis the predetermined authenticity information in the 
electronic document; and 

the print element is adapted to automatically fie rformo perfonm a 
second print function if the authenticity verifier does not confirm the 
predetermined authenticity information in the electronic document, 
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14. (Cancelled) 

1 5. (Currently amended) The document printer of claim H claim 
13 . wherein 

the authenticity verifier contains first and second sets of 
authenticity infomiation; 

the authenticity verifier confinms whether the electronic document 
contains either t he first set of authenticity information, or the a ftd^econd sets 
set of authenticity information; 

the first prini function comprises applying to the print medium a 
first authenticity mark if the authenticity verifier confirms the first set of 
authenticity Information in the electronic document; and 

the first print function comprises applying to the print medium a 
second authenticity mark if the authenticity verifier confirms the second set of 
authenticity information in the electronic document. 

16. (New) The method of clainn 1, wherein the second print 
function does not include printing on a print medium the authentication mark. 

17. (New) The method of claim 1, wherein the second print 
function comprises applying printing on a print medium the electronic 
document without the authentication mark. 

18. (New) The method of claim 1, wherein the second print 
function comprises printing on a print medium the electronic document with a 
visible indication that the predetermined authentication information was not 
confirmed. 
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19. (New) The method of cfaim 1, wherein the $©cx>nd print 
function comprises printing on a print medium an error report stating that the 
predetemiined authentication infomnation was not confirmed. 

20. (New) The document printer of claim 13. wherein the second 
print function comprises applying the image of the electronic document to the 
print medium without applying the visible authenticity mart<. 

21. (New) The document printer of claim 13, wherein the second 
print function comprises applying the image of the electronic document to the 
print medium and applying to the print medium a visible indication that the 
predetermined authenticity information was not confimned. 

22. (New) The document printer of claim 13, wherein the second 
print function comprises printing an error report stating that the predetenmined 
authenticity information was not confimned. 



-8- 



PAGE9m*RCVDAT9/10l2004 8:48:18AM [Eastern DayligMto^ 



